
QIP with light

One of the most fruitful avenues for quantum
information so far has been the use of photons to carry
quantum information. This draws upon the field of
quantum optics, where some of the most important
experiments to date have been performed.

In quantum optics, weak laser beams are used as
coherent sources of light; a beam containing only one
photon can be passed through an array of beam splitters,
polarizing beam splitters, mirrors, delay lines, polarization rotators,
and photodetectors to carry out information processing
protocols.

Let’s see how these elements can be combined to do
simple tasks.
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Optical QIP is news!
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How to build a q-bit

We have already seen how the polarization of a photon is
an almost perfect q-bit. The equivalent of the Z basis
for spin-1/2 is horizontal vs. vertical polarization:

|0〉 ≡ |V 〉, |1〉 ≡ |H〉.

By rotating the angle of polarization by 45◦ we find the
equivalent of the X basis:

|0X〉 ≡ (1/
√
2)(|V 〉+ |H〉), |1X〉 ≡ (1/

√
2)(|V 〉 − |H〉),

and the Y basis corresponds to circular polarization:

|0Y 〉 ≡ (1/
√
2)(|V 〉+ i|H〉), |1Y 〉 ≡ (1/

√
2)(|V 〉 − i|H〉).
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To make a measurement, we use a polarizing
beam-splitter and photodetectors:

If we send a single photon, there will be a click in either
detector 1 or detector 2. Photons are indivisible!

Note that this measurement destroys the photon! So
this is not a quantum nondemolition measurement; it is
only suitable if we no longer need the photon!
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The One-Time Pad (Vernam Cipher)

We now have the elements of the simplest QIP
protocol: quantum cryptography.

The basic idea behind quantum cryptography is the
one-time pad. If we have a plaintext N bits long, and a
random key which is also N bits long, we can encrypt the
message so that it is unreadable without the key. We
simply XOR the message and key to get the secret text.
For example, the message “SOS” in ASCII becomes
the bit string 010100110100111101010011.

A random string is 011101010001010100111001, and when
XORed together they yield 001001100101101001101010.

This is unbreakable even in principle without the key.
The difficulty is to distribute the key without having it
intercepted.
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Suppose Alice wishes to send a message to Bob without
the possibility of its being intercepted. If they share a
random secret key that can be done; but they don’t. So
Alice decides to send a key using single photons.

Alice choose two random bits. The first bit is the key bit
she will attempt to send to Bob. The second bit tells her
which basis to use: the Z basis of |V 〉 and |H〉 or the X
basis of (|V 〉 ± |H〉)/

√
2. She sends Bob the photon.

Bob chooses X or Z at random, and measures the
polarization. If he guesses correctly, he gets the bit that
Alice sent. If he guesses wrong, he gets random bit.

After N repetitions, Alice and Bob compare notes as to
what basis they used. They keep only bits where the
basis was the same, yielding ∼ N/2 shared random bits.

– p. 6/19



(This scheme is called BB84 for the 1984 paper by
Charles Bennett and Gilles Brassard.)

Suppose an evesdropper, Eve, tries to intercept and
measure the photons. She doesn’t know which basis
Alice chose; the best she can do is guess. If she
guesses correctly, she learns the bit. If she guesses
incorrectly, she gets a random bit; and Bob will have a
50% chance of getting the wrong answer.

Alice and Bob can check for an evesdropper by
choosing a small sample of key bits and comparing
them. If some bits do not match, they conclude that an
evesdropper may have intercepted some bits, and
roughly what fraction p were intercepted. If p is large,
they don’t send the message; if p is small, they use
privacy amplification.
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Privacy Amplification

Suppose Eve intercepts a fraction p≪ 1 of the q-bits
sent. Then ∼ Np/4 of Alice and Bob’s ∼ N/2 shared
bits are wrong, and ∼ Np/4 are secretly known to Eve.

Stage 1: Eliminate errors. Alice and Bob agree on a
random grouping of bits into pairs. They calculate and
compare the parities of each pair. If they don’t match,
both bits are discarded; otherwise, one is retained. The
proportion of wrong bits → p2/4. Iterate until < 1 wrong
bit is expected to remain.

Stage 2: Amplify. The remaining bits are randomly
paired. Alice and Bob again calculate the parities, but
instead of sharing them, retain them as new secret bits.
Unless Eve knows both bits in the pair, she cannot
know the parity; so the fraction of known bits → p2/4.
Iterate until Eve knows < 1 bit.
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An actual setup

From D. Stucki, N. Gisin, O. Guinnard, G. Ribordy and H.
Zbinden, New J. Phys. 4, 41 (July 2002).
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The Dual-Rail Q-bit

Another way to form a q-bit using photons is to use the
photon position (i.e., which path the photon is in) to
distinguish 0 from 1. These are called dual rail q-bits. A
polarizing beam splitter can interconvert polarization
and dual-rail q-bits. An ordinary beam splitter is the
equivalent of the Hadamard gate.

This is a Mach-Zender interferometer. 1-bit gates can be
done with beam splitters, phase shifters, etc., but 2-bit
gates are difficult. Also, needs single-photon sources.
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The EPR pair

We have seen how nonorthogonality can be exploited to
send secret keys. We will now look at one of the most
powerful devices in the QIP arsenal: the maximally-
entangled pair. The state we will use is the EPR pair (known
in physics as the singlet state): |Ψ−〉 = (|01〉 − |10〉)/

√
2.

This state has the very interesting property that it is
invariant under changing the basis of both bits (to the
same basis) simultaneously:

|0〉 = α|0′〉+ β|1′〉, |1〉 = −β∗|0′〉+ α∗|1′〉,

(|01〉−|10〉)/
√
2 = (1/

√
2)[(−αβ∗+β∗α)|0′0′〉+(|α|2+|β|2)|0′1′〉

−(|α|2+|β|2)|1′0′〉+(βα∗−α∗β)|1′1′〉] = (|0′1′〉−|1′0′〉)/
√
2.
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This means that if q-bits 1 and 2 are measured in the
same basis, they will always be perfectly anticorrelated, no
matter what that basis is.

This gives a new version of quantum cryptography
(Ekert 1991). Suppose Alice and Bob share N EPR
pairs. They can prepare a secret random key by each
randomly choosing one out of a set of n bases for each
pair and measuring their half in that basis. They then
compare notes as to which basis they used, and keep
only the results from pairs where the bases are the
same. They then have ∼ N/n perfectly anticorrelated
pairs of bits, which can be used for a one-time pad.

The bits which don’t match can be used to check for an
eavesdropper, by calculating the Bell inequalities. Let’s
see how this works.
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EPR pairs are named for Einstein, Podolsky and Rosen, who
in 1935 proposed a thought experiment to show that
quantum mechanics predicted “spooky action at a
distance.” In the modern version of this, an EPR pair is
shared between two widely separated parties, Alice and
Bob, who measure their bits simultaneously (in some
Lorentz frame). These measurement outcomes are
more strongly correlated than would be possible for any
classical system which did not communicate.

This was shown rigorously by John Bell in the 1960s,
who derived an inequality that must be obeyed by any
classical system which doesn’t communicate, and
showed that quantum mechanics violated it.
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The EPR Experiment

Currently, the most widely-used inequality is the CHSH
inequality, which takes the form

|〈X̂AX̂B〉+ 〈ẐAX̂B〉+ 〈ẐAẐB〉 − 〈X̂AẐB〉| ≤ 2.

Modern experiments show that nature really does
violate this inequality. For an EPR pair, we can have

|〈X̂AX̂B〉+ 〈ẐAX̂B〉+ 〈ẐAẐB〉 − 〈X̂AẐB〉| = 2
√
2;

a strong validation for quantum mechanics!
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Many other maximally entangled pairs exist besides the
singlet. These other states don’t have the invariance
property of the singlet state, but are equally useful for
quantum information theory. For this reason they are
often all referred to as EPR states.

One frequently used set of these are the Bell states:

|Φ+〉 = (|00〉+ |11〉)/
√
2, |Φ−〉 = (|00〉 − |11〉)/

√
2,

|Ψ+〉 = (|01〉+ |10〉)/
√
2, |Ψ−〉 = (|01〉 − |10〉)/

√
2.

These states are all maximally entangled; they are also
all orthonormal. Therefore they form a basis (called the
Bell basis) for the Hilbert space of two q-bits.
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We can find an observable (for two q-bits) which has
the Bell basis as eigenstates. This is called a Bell state
measurement. Here is a circuit which does the job:

The measurement on the second bit tells us if the state
was a Ψ or Φ; on the first bit, if it was + or −.

If we can do a Bell state measurement, we can carry
out a remarkable QIP protocol called quantum teleportation.
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Quantum Teleportation

Suppose that Alice and Bob are far apart, and each has
half of an EPR pair. Alice also has another q-bit in state
|ψ〉 = α|0〉+ β|1〉. Their joint state is (α|0〉+ β|1〉)⊗ |Ψ−〉.
This same state can be written as |ψ〉 ⊗ |Ψ−〉

= −1

2
|Ψ−〉 ⊗ (α|0〉+ β|1〉) + 1

2
|Φ−〉 ⊗ (β|0〉+ α|1〉)

+
1

2
|Φ+〉 ⊗ (−β|0〉+ α|1〉)− 1

2
|Ψ+〉 ⊗ (α|0〉 − β|1〉).

If Alice does a Bell state measurement she has
probability 1/4 of each result; after sending the results
to Bob, he can recover |ψ〉 (up to a phase) by doing one
of the unitaries: Û0 = Î, Û1 = X̂, Û2 = Ŷ , Û3 = Ẑ.
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Superdense Coding

Another unintuitive trick is possible using EPR pairs and
the 4 unitaries described above. Suppose Alice and
Bob initially share |Φ+〉. Notice that

(Î ⊗ Î)|Φ+〉 = |Φ+〉, (X̂ ⊗ Î)|Φ+〉 = |Ψ+〉,
(iŶ ⊗ Î)|Φ+〉 = |Ψ−〉, (Ẑ ⊗ Î)|Φ+〉 = |Φ−〉.

By performing a unitary just on her half of the EPR pair, Alice
can convert the pair to any of the Bell basis states. If
she then sends her half of the pair to Bob, he can do a
Bell state measurement and get one of 4 possible
outcomes. If Alice and Bob share an initial EPR pair,
then Alice can transmit two bits of classical information
by sending a single q-bit.
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Entanglement as a Resource

Superdense coding and teleportation are examples of
using entanglement as a resource. If Alice and Bob share an
EPR pair, they can carry out certain information
processing protocols, such as teleportation and
superdense coding, that would otherwise be impossible.
A shared EPR pair is sometimes referred to as an e-bit.

Much of quantum information theory involves
quantifying quantum resources that can be used for
information processing. Entanglement is one such
resource.

Next time: generalizing measurement.

– p. 19/19


	QIP with light
	Optical QIP is news!
	How to build a q-bit
	The One-Time Pad (Vernam Cipher)
	Privacy Amplification
	An actual setup
	The Dual-Rail Q-bit
	The EPR pair
	The EPR Experiment
	Quantum Teleportation
	Superdense Coding
	Entanglement as a Resource

